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Executive Summary 
Demo Company (the Client) engaged MalwareCare (the Company) to conduct an Application Penetration Test.  

The main objective of this penetration testing engagement was to evaluate the Client’s security posture to known 

security vulnerabilities, logic flaws and common web application issues to determine the extent to which the targeted 

system could be compromised. This was an Application Penetration Test executed in a manner that simulated a 

malicious threat actor engaged in a targeted attack against the Client’s digital assets. This security testing effort was 

conducted with emphasis on the actual state of the systems examined and not on any documentation provided.  

This report reflects a snapshot in time. MalwareCare recommends continuous security assessments such as periodic 

Penetration Test, Vulnerability Assessment, and Red Team Exercises to ensure optimal security.  

Document Objective 
This document provides a detailed technical analysis of the security and risk exposures found during the penetration 

test, as well as recommendations and solutions where applicable. 

Penetration Test is a form of a technical audit of overall cybersecurity resiliency and current cyber maturity of the 

enterprise systems. MalwareCare’s report reflects findings and their representation in industry standard testing 

methodology and provides in allotted time view into posture from the potential vulnerability point of view. 

Project Scope 
The Client requested MalwareCare to perform the tests on the specified URL. 

External Scope 

URL(s) tested: 

● https://sandbox-backoffice.depositionnet.com  

● https://sandbox-backoffice.depositionnet.com  

● https://sandbox-backoffice.depositionnet.com  

● https://sandbox-backoffice.depositionnet.com  

Rules of Engagement 
Testing was conducted in a sandboxed environment, so there were no specific rules of engagement in terms of the scope 

of testing. Testing was ONLY conducted on the asset(s) referred to in “Project Scope”  

 

  

https://sandbox-backoffice.depositionnet.com/
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CVSS Score 
The Common Vulnerability Scoring System (CVSS) provides a way to capture the principal characteristics of a vulnerability, 

and produce a numerical score reflecting its severity, as well as a textual representation of that score. The numerical score 

can then be translated into a qualitative representation (such as low/informational, medium, high, and critical) to help 

organizations properly assess and prioritize their vulnerability management processes.  

In case there is no CVSS already associated with any of the findings identified during the assessment, MalwareCare will 

provide its interpretation of the CVSS based on possible impact. 

Legend - Severity rating scale 

Rating: CVSS Score: 

None/Informational 0.0 

Low 0.1 – 3.9 

Medium 4.0 – 6.9 

High 7.0 – 8.9 

Critical 9.0 – 10.0 
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Legend – Rating 

Rating: Definition: 

None/Informational No risk or exploitability potential. 

Low 

Vulnerabilities in the low range typically have very little impact on an organization's 

business. Exploitation of such vulnerabilities usually requires local, physical system 

access or a high, out of proportion, step(s) to be successful. 

Medium 

Medium vulnerabilities usually have some of the following characteristics: 

● Vulnerabilities that require the attacker to manipulate individual victims via social 

engineering tactics. 

● Denial of service vulnerabilities that are difficult to set up. 

● Exploits that require an attacker to reside on the same local network as the victim. 

● Vulnerabilities where exploitation provides only very limited access. 

● Vulnerabilities that require user privileges for successful exploitation. 

High 

High vulnerabilities usually have some of the following characteristics: 

● Vulnerabilities found can be easily and immediately exploited. 

● Exploitation could result in elevated privileges. 

● Exploitation could result in a significant data loss or downtime.  

● An attacker can gain administrator privileges on a device, service or at the same 

level, compromise the confidentiality, integrity, and availability of data. 

Critical 

Critical vulnerabilities usually have most of the following characteristics: 

● Exploitation of the vulnerability likely results in root-level compromise of servers 

or infrastructure devices. 

● Exploitation is usually straightforward, in the sense that the attacker does not 

need any special authentication credentials or knowledge about individual 

victims, and does not need to persuade a target user, for example via social 

engineering, into performing any special functions. 

MalwareCare advises to remediate the critical findings as soon as possible unless 

other mitigating measures are already set in place. 

Derived from NIST: https://nvd.nist.gov/. 
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Vulnerability Analysis Methodology and Phases 
Information Gathering 

The information-gathering phase consists of Google search engine reconnaissance, server fingerprinting, application 

enumeration and more. Information gathering efforts results in a compiled list of metadata and raw output with the goal 

of obtaining as much information about the application's makeup as possible. 

Reconnaissance includes initial domain foot printing, metafile leakage review, service enumeration and operating system 

and application fingerprinting. The purpose of this step is to collectively map the in-scope environment and prepare for 

threat identification. 

During this phase, MalwareCare will perform the following: 

• Use discovery tools to passively uncover information about the application (i.e. robots.txt) 

• Identify entry points into the application, such as administration portals or backdoors 

• Perform application fingerprinting to identify the use of a CMS (i.e. Drupal) and the underlying dev language 

• Send fuzzing requests to be used in the analysis of error codes that may disclose valuable information that could 

be used to launch a more targeted attack 

• Actively scan for open services and develop a test plan for latter phases in the assessment 

Threat Modeling 

With the information collected from the previous step, security testing transitions to identifying vulnerabilities in the 

application. This typically begins with automated scans but morphs into manual testing techniques using more pointed 

and direct tools. During the threat-modeling step, assets are identified and categorized into threat categories. These may 

involve sensitive documents, trade secrets, financial information, etc. 

During this phase, MalwareCare will perform the following: 

• Use open source, commercial and internally developed tools to identify well-known vulnerabilities (i.e. AppScan, 

BURP, Metasploit, etc.) 

• Spider the in-scope application(s) to effectively build a map of each of the features, components, and areas of 

interest 

• Use discovered sections, features, capabilities to establish threat categories to be used for more manual/rigorous 

testing (i.e., file uploads, admin backdoors, web services, WYSIWYG editors) 

• Send fuzzing requests to be used in the analysis of error codes that may disclose valuable information that could 

be used to launch a more targeted attack 

• Build the application's threat model using the information gathered in this phase. This model will be used as a 

plan of attack for latter phases in the assessment 
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Vulnerability Analysis 

The vulnerability analysis step involves the documenting and analysis of vulnerabilities discovered as a result of the 

previous steps. This includes the analysis from the various security tools and manual testing techniques. 

During this phase, MalwareCare will perform the following: 

• Compile the list of areas of interest and develop a plan for exploitation 

• Search and gather known exploits from various sources (ExploitDB, Rapid7, etc.) 

• Analyze the impact and likelihood for each potential exploitable vulnerability 

• Select the best method and tools for properly exploiting each of the suspected exploitable vulnerabilities 

Exploitation 

Unlike a vulnerability assessment, a penetration test takes such a test quite a bit further by way of exploitation. 

Exploitation involves establishing access to application through the bypassing and exploitation of security controls in order 

to determine their actual real-world risk. Throughout this step, we perform several manual tests incapable of being 

performed through automated means. During a MalwareCare penetration test, this phase consists of heavy manual testing 

tactics and is often the most time-intensive phase. Exploitation may include, but is not limited to buffer overflow, SQL 

injection, OS commanding, cross-site scripting and more. 

During this phase, MalwareCare will perform the following: 

• Using the identified vulnerabilities in the previous phase, we will manually exploit any identified vulnerabilities in 

order to validate them 

• Capture and log evidence to provide proof of exploitation (i.e. images, movies, screenshots, configs, etc.) 

• Notify the client of any Critical findings upon discovery 

Reporting 

The reporting step is intended to deliver, rank, and prioritize findings and generate a clear and actionable report, complete 

with evidence, to the project stakeholders.  

During this phase, MalwareCare will perform the following: 

• Ensure all findings have been included in the report  

• Create the penetration test report, along with evidence, and deliver it to the client 

Comprehensive Methodology 

Every penetration test is conducted consistently using globally accepted and industry standard frameworks. To ensure a 

sound and comprehensive penetration test, MalwareCare leverages industry standard frameworks as a foundation for 

carrying out penetration tests. The underlying framework is based on the Open Web Application Security Project (OWASP). 

OWASP is a globally accepted framework designed to enable the execution of effective penetration testing consistent with 

best practice all while ensuring a holistic and comprehensive evaluation. At MalwareCare, we consider this phase to be 

the most important and we take great care to ensure we've communicated the value of our service and findings 

thoroughly. 
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Informational Recommendations 
Independent Third-Party Penetration Testing and Risk Assessments – All penetration tests are done as a snapshot in 

time. The Company recommends that one regularly schedule an independent third-party review of its IT infrastructure by 

continuing to conduct penetration tests as part of its vulnerability management program. New vulnerabilities are 

discovered, threat models evolve, environment and software codes change. The de facto recommendation for scheduling 

is on a quarterly basis, and at a minimum once a year. 

Review Security Controls Annually – the Company recommends regularly review all security controls (preventive, 

detective, and corrective) annually to ensure all essential updates are applied and that controls are still viable and effective 

to manage risk. Additional considerations may include whether the controls are designed effectively, operating effective, 

and if the control achieves the desired result. 

Findings Overview 
A total of nine (9) findings were identified in this report.   

Critical High Medium Low Informational 

1 2 5 1 0 

 

The following table provides a summary of all findings for this engagement. Full details for each can be found in the 

“Detailed Findings” section of this report. 

Findings Summary 

Severity Finding Title 

Critical Security Misconfiguration/Authentication Bypass 

High Reflected XSS 

High SQL Injection 

Medium Iframe Injection 

Medium Broken Link/URL 

Medium HTML Injection 

Medium No Rate Limit 

Medium Full Path Disclosure 

Low Vulnerable JavaScript Library 
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Detailed Findings 
Detailed information for all findings discovered during this engagement are provided, ranked in order of severity: 

FINDING 1: Security Misconfiguration/Authentication Bypass 

RATING: CRITICAL (9.1) 

DESCRIPTION: 

Security misconfigurations/authentication bypass are security controls that are inaccurately configured or left 

insecure, putting your systems and data at risk. In this case, an attacker can gain access to application, service, or 

device with the privileges of an authorized or privileged user by evading or circumventing an authentication 

mechanism. The attacker is therefore able to access protected data without authentication ever having taken place. 

IMPACT: 

Attackers can often attempt to exploit unprotected files, directories, etc. to gain unauthorized access or knowledge of 

the system. 

In this case, if an attacker is able to get the affected URL, then they can bypass the admin login panel. Although the 

attacker doesn’t have full admin-level authority, they still have capabilities such as:  

• Create a report 

• Create a new project 

• Edit/create a database 
 

Additionally, with this level of access, a malicious actor could cause serious damage and harm.  

CVSS v3: 

 

 

 
 

Severity: Critical CVSS Base Score: 9.1 

REMEDIATION SUGGESTIONS 

Configure the server to prevent unauthorized file access, directory listing, etc. 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/reportico/run.php?project=admin 

ADDITIONAL DATA: 

The screenshot below shows that when the vulnerability is exploited, the admin login panel is by-passed, and the 

hacker is able to see this page. 
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FINDING 2: Reflected Cross-Site Scripting (XSS) 
RATING: HIGH (8.2) 

DESCRIPTION: 

Reflected cross-site scripting (or XSS) arises when an application receives data in an HTTP request and includes that 

data within the immediate response in an unsafe way. As a result of an XSS vulnerability, the application accepts 

malicious code from the user and includes it in its response. 

There are various means by which an attacker might induce a victim user to make a request that they control, to 

deliver a reflected XSS attack. These include placing links on a website controlled by the attacker, or on another 

website that allows content to be generated, or by sending a link in an email, tweet or other message. 

IMPACT: 

If an attacker can control a script that is executed in the victim's browser, then they can typically fully compromise 
that user. Amongst other things, the attacker can: 

• Perform any action within the application that the user can perform. 

• View any information that the user is able to view. 

• Modify any information that the user is able to modify. 

• Initiate interactions with other application users, including malicious attacks, that will appear to originate 
from the initial victim user. 
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CVSS v3: 

 

Severity: High CVSS Base Score: 7.7 

 

 

REMEDIATION SUGGESTIONS 

To prevent XSS, the keyways are to: 

• Sanitize inputs (whitelist allowed characters) 

• Use a security encoding library to encode all parameters and user input 

• Use HTTPOnly cookie flag to ensure that cookies cannot be accessed by client side scripts 

• Implement CSP to specify access permissions to client side resources  
 

AFFECTED AREA(S): 

http://sandbox-backoffice.depositionnet.com/reportico/run.php (both method “reportico_session_name” 

parameter)  

ADDITIONAL DATA: 

The screenshot below is the reflection of XSS in the application response.  
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FINDING 3: SQL Injection 
RATING: HIGH (7.5) 

DESCRIPTION: 

SQL injection is a web security vulnerability that allows an attacker to interfere with the queries that an application 
makes to its database. It generally allows an attacker to view data that they are not normally able to retrieve. This 
might include data belonging to other users, or any other data that the application itself is able to access. In many 
cases, an attacker can modify or delete this data, causing persistent changes to the application's content or behavior. 

IMPACT: 

A successful SQL injection attack can result in unauthorized access to sensitive data, such as passwords, credit card 
details, or personal user information. Many high-profile data breaches in recent years have been the result of SQL 
injection attacks, leading to reputational damage and regulatory fines. In some cases, an attacker can obtain a 
persistent backdoor into an organization's systems, leading to a long-term compromise that can go unnoticed for an 
extended period. 

CVSS v3: 

 
 
 
 
 

Severity: High CVSS Base Score: 7.5 

REMEDIATION SUGGESTIONS 

There are certain strategic principles that you should follow to keep your web application safe from SQL Injection:  

• Input validation and parametrized queries including prepared statements 

• Don’t trust any user input (treat input from authenticated or unauthenticated users the exact same 

• Use whitelists, not blacklists to filter content 

• Adopting latest technology / system updates to ensure safety 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/reportico/run.php?project=admin&execute 
_mode=MENU&reportico_session_name=a09q2mn8oqohqu1jo2i6ddisn1_ 

ADDITIONAL DATA: 

The screenshot below shows that when the vulnerability is exploited, there is a SQL error message that appears. 
There should never be a SQL error message appearing. 
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FINDING 4: Iframe Injection 

RATING: MEDIUM (6.5) 

DESCRIPTION: 

The iFrame vulnerability occurs whenever the user-supplies or malicious input is acceptable from the server side and 

If the attribute of the iFrame element is controllable by the attacker, then it might be possible for the attacker to 

change the location in the iFrame and redirect the visitors to the phishing page. 

IMPACT: 

An attacker might use this vulnerability to redirect users to other malicious websites that are used for phishing and 

similar attacks. Additionally, they might place a fake login form in the frame, which can be used to steal credentials 

from your users. 

It should be noted that attackers can also abuse injected frames in order to circumvent certain client-side security 

mechanisms.  

If an attacker uses a JavaScript: URL as src attribute of an iframe, the malicious JavaScript code is executed under the 

origin of the vulnerable website. However, it has access to a fresh window object without any overwritten functions. 

CVSS v3: 
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Severity: Medium CVSS Base Score: 6.5 

CVSS Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N 

CVE #: CVE-2019-1975 (Medium) 

 

REMEDIATION SUGGESTIONS 

It is suggested to use X-Frame-Opt, which will automatically protect your website and it will help in detecting and 

preventing against such attacks. Developers might overwrite functions to make it harder for attackers to abuse a 

vulnerability. Additional remediation strategies: 

• Where possible do not use users' input for URLs. 

• If you need dynamic URLs, make a list of valid accepted URLs and do not accept other URLs. 

• Ensure that you only accept URLs which are located on accepted domains. 

• Use CSP to whitelist iframe source URLs explicitly. 

AFFECTED AREA(S): 

https://sandbox-

backoffice.depositionnet.com/reportico/run.php?clear_session=1&execute_mode=ADMIN&project=%3Ciframe%20sr

c=%22https://www.evil.com/%22%20width=%22800%22%20height=%22800%22%3E%3C/iframe%3E 

ADDITIONAL DATA: 

The following payload is used into the affected area: 

project=<iframe%20src="https://www.evil.com/"%20width="800"%20height="800"></iframe> 

 

 

https://www.evil.com/%22%20width=%22800%22%20height=%22800
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FINDING 5: Broken Link/URL 
RATING: MEDIUM (6.1) 

DESCRIPTION: 

Broken Link (also known as Dead Link) is the practice of building backlinks by replacing links to 404 pages with a 
working link to a target website. 

IMPACT: 

Broken link hijacking – it allows an attacker to exploit invalid external links to perform impersonation. A malicious 
user can create a fake account on that broken redirection link and can deceive researchers arriving on that link. For 
example, the attacker can ask the researcher to submit a report to him first and if he approves, then only he can 
submit it to your official page. In this way, it can cause huge damage to your company if a report is critical in any case. 

CVSS v3: 

 

Severity: Medium CVSS Base Score: 6.1 

 
 

REMEDIATION SUGGESTIONS 

Replace the scripts/frames that are loaded from non-resolving domains with new links that are pointing to valid 
domains. 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/forgotpassword.html  
https://sandboxbackoffice.depositionnet.com/autologin.php?userid=SaifK@agilebrainsconsulting.com&password=&s
cript=job_pending_browse.dtop 
https://sandboxbackoffice.depositionnet.com/autologin.php?userid=SaifK@agilebrainsconsulting.com&password=&s
cript=tabresults.php%3Fview%3Dall 

ADDITIONAL DATA: 

When clicking on the links in the affected area(s), you receive a 404 error – meaning the page cannot be found. This 
represents a dead link. 
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FINDING 6: HTML Injection 
RATING: MEDIUM (5.3) 

DESCRIPTION: 

When an application does not properly handle user supplied data, an attacker can supply valid HTML code, typically 
via a parameter value, and inject their own content into the page. This attack is typically used in conjunction with 
some form of social engineering, as the attack is exploiting a code-based vulnerability and a user's trust. 

IMPACT: 

The following are potential impacts of HTML Injection:  

• The attacker can send a malicious HTML page to a victim (via email), and the browser won’t be able to 
distinguish legitimate parts from malicious parts of the page, and will parse and execute the whole page in 
the victim’s context 

o EX) The user the enters a username and password, which are both sent to the attacker’s server.  

• It can allow an attacker to modify the page.   

• Steal another person’s identity.  

CVSS v3: 

 

Severity: Medium CVSS Base Score: 5.3 

CVSS Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N 

CVE #: CVE-2017-7789 (Medium) 

 
 

REMEDIATION SUGGESTIONS 

Sanitize malicious characters on the keyword parameter (project=<h1>HTML%20Injection</h1>) 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/reportico/run.php  

• (POST “reportico_session_name” parameter) 
https://sandboxbackoffice.depositionnet.com/reportico/run.php?project=admin&execute_mode=MENU&reportico_
session_name=icj58881cpu9ud6rjn3hamme7v_ 

ADDITIONAL DATA: 

The payload used: https://sandbox-
backoffice.depositionnet.com/reportico/run.php?clear_session=1&execute_mode=ADMIN&project=<h1>HTML%20In
jection</h1> 
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FINDING 7: No Rate Limit 
RATING: MEDIUM (5.3) 

DESCRIPTION: 

No rate limit is a flaw that doesn’t limit the no. of attempts one makes on a website server to extract data. It is a 
vulnerability which can prove to be critical when misused by attackers. While trying to bypass the rate limit, we tried 
250 requests. 

IMPACT: 

Lack of rate-limiting can result in an attacker mounting one or more of the following types of attacks: 

• DoS attacks by overwhelming the server’s ability to process requests  

• Brute-force attacks on authentication endpoints  

• Trouble to the users on the website because email bombing can be done by the attackers within seconds  

CVSS v3: 

 

Severity: Medium CVSS Base Score: 5.3 
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CVSS Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N 

CVE #: CVE-2019-12467 (Medium) 

 
 

REMEDIATION SUGGESTIONS 

It is recommended to:  

• Monitor API activity against your rate limit  

• Catch errors caused by rate limiting  

• Reduce the number of requests allowed 

o Add a rate limit to sensitive endpoints (login, sign up, forgot password, etc.) 

• Extra precautions are taken with CAPTCHA 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/api/login (POST)  
https://sandbox-backoffice.depositionnet.com/#/forgot_password 

ADDITIONAL DATA: 
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FINDING 8: Full Path Disclosure 

RATING: MEDIUM (5.3) 

DESCRIPTION: 

A Full Path Disclosure (FPD) vulnerability allows an attacker to examine the trail to the webroot/file present in the 
server (e.g.: /home/name/htdocs/file/). An attacker can use FPD attack along with file inclusion attack to plant 
malicious files and to get access to sensitive files like application’s configuration file, server configuration file and 
many more. 

IMPACT: 

 Using this vulnerability, an attacker can: 

• Leak the source code of the application using file 

• Leak the config.php file. 

• Use this vulnerability to perform a SQL injection attack and many more attacks 

• Use Local File Inclusion to plant malicious files 

• Access sensitive files 
 

CVSS v3: 

 

Severity: Medium CVSS Base Score: 5.3 

CVSS Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N 

CVE #: CVE-2018-10245 (Medium) 

 

REMEDIATION SUGGESTIONS 

It is recommended to consider the following: 

• Try not to reveal any errors on the webpage. An attacker can use the information in the error to perform FPD 
attack.  

• Make sure no auto-generated errors are shown to the end user and don’t include the path in your own 
customized ones. 

• The source code should never disclose any internal file path. 

AFFECTED AREA(S): 

https://sandbox-

backoffice.depositionnet.com/reportico/run.php?project=admin%27&execute_mode=MENU&reportico_session_na

me=a09q2mn8oqohqu1jo2i6ddisn1_ 
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https://sandbox-backoffice.depositionnet.com/api/check-permission 

ADDITIONAL DATA: 

Full path: /var/www/deitz-backoffice-acceptance/public/ 

 

 

FINDING 9: Vulnerable JavaScript Library 
RATING: LOW (3.4) 

DESCRIPTION: 

A JavaScript library being used has one or more vulnerabilities were reported. The library is missing security patches 
that can make your website extremely vulnerable to various attacks.  

IMPACT: 

3rd party JavaScript library’s can draw a variety of DOM-based vulnerabilities, including cross-site scripting, cross-site 
request forgery, and buffer overflow. 

CVSS v3: 

 

Severity: Low CVSS Base Score: 3.4 

 
 

REMEDIATION SUGGESTIONS 

To prevent vulnerable JavaScript libraries: 

• Implement version management for JavaScript libraries 
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• Remove libraries that are no longer in use to reduce your attack surface 

• Frequently check for patches upgrade JavaScript libraries to the latest version 

AFFECTED AREA(S): 

https://sandbox-backoffice.depositionnet.com/reportico/js/jquery.js 

ADDITIONAL DATA: 

Detected: JavaScript library jQuery version 1.11.0. 
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Appendices 

Appendix: Disclaimer 
Accuracy of Customer Information: The opinions and recommendations contained in this report are dependent on the 
accuracy, completeness, and correctness of the data, specifications, documents, and other information provided to the 
assessments, whether provided in writing or orally.  Provided information may include information, data, and 
documents relating to the target computer networks, systems, protocols, procedures, and policies and the compliance 
by their employees, subcontractors, and others with such requirements.  If any of the provided information is 
inaccurate, incomplete, or incorrect, the opinions and Recommendation of this report will not be correctly relayed. 
 
Changes in Existing Conditions: The assessments’ findings and recommendations address only known risks, 
vulnerabilities, and threats as of the date of this test period.  This report is based on the status of target computer 
networks, systems, equipment, software, data, protocols, procedures, and policies, and the compliance by the target 
employees, subcontractors, and others with such requirements. If changes to existing conditions should occur, 
assessments’ analysis, findings, and Recommendation may no longer be valid. 
 
Technology Advances and Changing Vulnerabilities and Threats: As advancements and changes in computer systems, 
hardware, software, and other technologies and equipment occur, the threats, vulnerabilities, and risks faced will 
necessarily change and new risks and threats will develop. Vulnerabilities and findings in each facility or computer 
system configuration, or those associated with the hardware, software, other technologies, and equipment used in such 
facilities and systems also change over time as hackers, and other persons gain more experience and knowledge and 
have access to more sophisticated tools and technology.  Accordingly, technology advances and changes in 
vulnerabilities could affect assessments’ analysis, opinions, and Recommendation. 
 
No Guarantees: The assessments do not guarantee that risks, vulnerabilities, and threats other than those addressed in 
this report will not occur nor assessments guarantee or assure target that, even if the Recommendation are 
implemented, computer networks and systems, software, hardware, and other tangible equipment and assets will not 
be compromised. 
 
All software includes defects: nothing in this document is intended to represent or warrant that security testing was 
complete or without error, nor does this document. By using this reported information, you agree that the Company, 
shall be held harmless in any event. 
 
 
 
 
 
 
 
 
 
 
 
 



    

 

The information contained in this document is confidential, privileged and only for the intended recipient(s) and may not be used, published, or redistributed without the 
prior written consent of MalwareCare. 

 22 
 

Appendix: Project Team 
As part of the engagement process, the Client and the Company planned the time frames, key tasks, scope, rules of 

engagement, and expected deliverables. The engagement involved contributions from: 

Team Member Role 

Saif Kerawala Penetration Tester 

 

Appendix: Contact Information 
 

Company: MalwareCare 

Address: Bellevue, WA, USA 

Contact: Saif Kerawala 

Title: CEO 

Phone: 425-786-8466 

Email: saif@malwarecare.com 

 
 
 


