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1. Executive Summary
1.1 Introduction
***** hired MalwareCare to help them conduct and perform a remote penetration test (PT).
The penetration test is a service which simulates a non-exploitive test to find potential
vulnerabilities in the specified target based on the project scope (see section 1.3 below).
During the engagement, our team will use tools of trade (such as Nessus, Metasploit,
BurpSuite, etc.) including our unique, in-house manual testing methodology to cover as
large an attack surface as possible, including exposure of latest and recently emerged
exploits or vulnerabilities based on customer’s technology stack to provide a full insight
about the current application security posture.

1.2 Project Scope
The vulnerability assessment engagement including the following assets:
-

*****
*****
*****

1.3 Testing Methodology
Based on our expertise and experience working with multi-national businesses, we employ a
four-step methodology to identify vulnerabilities and weaknesses and provide a clear and
comprehensive picture of the condition of company assets’ security.
In the first phase, our team will define the scope of testing and gather intelligence about your
assets from publicly available resources using both automated and manual techniques. In
some cases, we will liaise with company stakeholders and/or dedicated technical team for the
project in this step.
Subsequently, our team will assess the application perimeter based on current intelligence to
identify potential vulnerabilities and how they respond to different intrusion attempts. This
process is conducted from the ground up to cover all bases.
Then, the team will attempt to gain a foothold in the application or system by exploiting these
vulnerabilities using a combination of established techniques, tools and methods. We’ll try to
bypass logical flows and escalate privileges to gain access to sensitive information or
forbidden sections. This may sound daunting, but it has minimal impact on the network and
it’s a necessary step to understand the security risks company face. This process is repeated
until we’ve covered the defined project scope.

The information contained in this document is confidential, privileged and only for the intended recipient(s) and
may not be used, published, or redistributed without the prior written consent of MalwareCare.

Business Confidential

In the final stage, our team will collect and analyze the results and compile them into a report
that includes specific vulnerabilities that were found or exploited, any sensitive data that was
accessed, and any other data that would help both stakeholders and the company’s technical
team to understand the damage that these vulnerabilities could cause.

1.4 Customer Information
Customer Information

Customer Name

******

Company Name

*****

Email Address

******

Title / Job Description

*****

2. Summary of Findings
The application is vulnerable to the attacks detailed below, as at the test's date and
considering the test conditions and environment.
#

Vulnerability

Risk Level

1

Internal IP Disclosure

High

2

XSS

High

3

HTML Injection

Medium

4
5
6
7

No Rate Limit
Open Redirect
Full Path Disclosure
Microsoft IIS Version Disclosure

Medium
Medium
Medium
Informational
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3. Vulnerabilities Details
3.1 Internal IP Disclosure
Severity Level: High | Likelihood of exploitation: Medium
Threat level: High

Description
Discovering the private addresses used within an organization can help an attacker in carrying out
network-layer attacks aiming to penetrate the organization's internal infrastructure. The disclosure
of an Internal IP address or Private IP address may also leak information about the IP addressing
scheme of a company’s/organization’s internal network. An attacker can use the IP addresses to
conduct further attacks on specific users.

Technical detail(s)
There are many ways through which an attacker can determine the private IP address of its users. By
exploiting this vulnerability, an attacker can perform penetration attacks on the network’s internal
infrastructure. This vulnerability can have the following impacts:
-

Network layer attacks

-

Possible loss of sensitive information

The screenshots below show the two exposed internal IP addresses in the response.
Internal IP Address Disclosed:
-

http://192.168.1.98

-

https://192.168.1.27

The response from the request to http://127.0. 0.1:8888/bundle.8c524.esm.js

The response from the request to http://127.0.0.1:8888/bundle.d0190.js
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Initial Recommendations
There is not usually any good reason to disclose the internal IP addresses used within an
organization's infrastructure. The following are the recommended fixes:
-

Do not disclose the internal IP addresses.

-

Hide the private IPs in error messages.

-

Use innocuous identifiers for passing information

-

Prevent the application from displaying the IP addresses of its user.

3.2 XSS
Severity Level: High | Likelihood of exploitation: Medium
Threat level: High

Description
Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are injected into
otherwise benign and trusted websites. XSS attacks occur when an attacker uses a web application
to send malicious code, generally in the form of a browser side script, to a different end user. Flaws
that allow these attacks to succeed are quite widespread and occur anywhere a web application
uses input from a user within the output it generates without validating or encoding it.
Cross-site scripting vulnerabilities normally allow an attacker to masquerade as a victim user, to
carry out any actions that the user is able to perform, and to access any of the user's data. If the
victim user has privileged access within the application, then the attacker might be able to gain full
control over all of the application's functionality and data.
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Technical detail(s)
An attacker can use XSS to send a malicious script to an unsuspecting user. The end user’s browser
has no way to know that the script should not be trusted and will execute the script. Because it
thinks the script came from a trusted source, the malicious script can access any cookies, session
tokens, or other sensitive information retained by the browser and used with that site.
Cross-Site Scripting (XSS) attacks occur when:
1. Data enters a web application through an untrusted source, most frequently a web request.
2. The data is included in dynamic content that is sent to a web user without being validated
for malicious content.

The screenshots below show the request sent to the server and the web apps response after using
the following payload:
https://192.168.1.98/ajax/svcRegAjaxHandler.php?command=getEipAppName&ajts1655485340624
(POST: id=""}<img src=x
onerror=alert('XSS')>&CSRFToken=9a45399cdceed80a739783c960b7cf6215f775dece5f53907c7651
9cdc2fb0e43312038763312d7d9a6a1401a33beebd8d0035dabc6afe4c56daf0ef3d03cfbb)
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Initial Recommendations
Preventing cross-site scripting is trivial in some cases but can be much harder depending on the
complexity of the application and the ways it handles user-controllable data.
In general, effectively preventing XSS vulnerabilities is likely to involve a combination of the
following measures:
-

Filter input on arrival. At the point where user input is received, filter as strictly as possible
based on what is expected or valid input.

-

Use appropriate response headers. To prevent XSS in HTTP responses that aren't intended to
contain any HTML or JavaScript, you can use the Content-Type and X-Content-TypeOptions headers to ensure that browsers interpret the responses in the way you intend.

-

Encode data on output. At the point where user-controllable data is output in HTTP
responses, encode the output to prevent it from being interpreted as active content.
Depending on the output context, this might require applying combinations of HTML, URL,
JavaScript, and CSS encoding.

-

Implement CSP to specify access permissions to client-side resources

3.3 HTML Injection
Severity Level: Medium | Likelihood of exploitation: Medium
Threat level: Medium

Description
When an application does not properly handle user supplied data, an attacker can supply valid HTML
code, typically via a parameter value, and inject their own content into the page. This attack is
typically used in conjunction with some form of social engineering, as the attack is exploiting a codebased vulnerability and a user's trust.

Technical detail(s)
The following are potential impacts of HTML Injection:
-

The attacker can send a malicious HTML page to a victim (via email), and the browser won’t
be able to distinguish legitimate parts from malicious parts of the page, and will parse and
execute the whole page in the victim’s context
o

EX) The user the enters a username and password, which are both sent to the
attacker’s server.

-

It can allow an attacker to modify the page.

-

Steal another person’s identity.

To exploit the vulnerability, the following payload was used:
https://192.168.1.98/ajax/svcRegAjaxHandler.php?command=getEipAppName&ajts1655485340624
(POST: id=""}<h1>HTML
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Injection</h1>&CSRFToken=9a45399cdceed80a739783c960b7cf6215f775dece5f53907c76519cdc2f
b0e43312038763312d7d9a6a1401a33beebd8d0035dabc6afe4c56daf0ef3d03cfbb)
The following screenshots show the HTML Injection vulnerability after the request is sent and the
subsequent response:

Initial Recommendations
In order to combat HTML Injection, there are a few recommendations:
-

Sanitize malicious characters on the keyword parameter in the payload

-

Your script should filter metacharacters from user input

-

Every input should be checked if it contains any script code or any HTML code. One should
check, if the code contains any special script or HTML brackets – <script></script>,
<html></html>.

3.4 No Rate Limit
Severity Level: Medium | Likelihood of exploitation: High
Threat level: Medium

Description
No rate limit is a flaw that doesn’t limit the number of attempts one makes on a website server to
extract data. It is a vulnerability which can prove to be critical when misused by attackers.
While trying to bypass the rate limit, we tried 1,000 requests.

Technical detail(s)
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Lack of rate-limiting can result in an attacker mounting one or more of the following types of attacks:
-

Brute-force attacks on authentication endpoints

-

DoS attacks by overwhelming the server’s ability to process requests
Trouble to the users on the website because email bombing can be done by the attackers
within seconds

The two screenshots below show the 1,000 requests made and the subsequent response from the
server on the following endpoint:
https://192.168.1.98/userpost/xerox.set (POST:
_fun_function=HTTP_Authenticate_fn&NextPage=%2Fproperties%2Fauthentication%2FluidLogin.ph
p%3Ftype%3D%26authStatus%3D&frmwebUsername=test&frmwebPassword=test1000&frmaltDom
ain=default&CSRFToken=1e4fb65665d027228d3b4ddb2cccfc0c75a83d32a6f45ce1e679a2e133e44c
24af9fee6f6d5998186ac9e6266f204fc8be0674bb3778a65923f1918e1ebaf7a6)
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Initial Recommendations
There are several ways to combat a No Rate Limit vulnerability. It is recommended to:
-

Brute-force attacks on authentication endpoints

-

Monitor API activity against your rate limit

-

Catch errors caused by rate limiting

-

Reduce the number of requests allowed
o

-

Add a rate limit to sensitive endpoints (login, sign up, forgot password, etc.)

Extra precautions can be taken with CAPTCHA

3.5 Open Redirect
Severity Level: Medium | Likelihood of exploitation: Medium
Threat level: Medium

Description
An open redirect vulnerability occurs when an application allows a user to control a redirect or
forward to another URL. If the app does not validate untrusted user input, an attacker could supply a
URL that redirects an unsuspecting victim from a legitimate domain to an attacker’s phishing site.
Attackers exploit open redirects to add credibility to their phishing attacks. Most users see the
legitimate, trusted domain, but do not notice the redirection to the phishing site.

Technical detail(s)
Although this vulnerability doesn’t always directly impact the legitimate application, the company's
reputation can be negatively impacted. In addition, open redirects may not seem like a high impact
on the organization itself, it’s important to avoid damaging the trust users have in the business.
The screenshots below show the request can be altered from https://192.168.1.98/print/print.php
to google.com, and the web app will load Google.com. Virtually any URL can be placed here, giving
the attacker a wide range of malicious activity.
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Initial Recommendations
If possible, applications should avoid incorporating user-controllable data into redirection targets. In
many cases, this behavior can be avoided in two ways:
-

Remove the redirection function from the application and replace links to it with direct links
to the relevant target URLs.

-

Maintain a server-side list of all URLs that are permitted for redirection. Instead of passing
the target URL as a parameter to the redirector, pass an index into this list.

If it is considered unavoidable for the redirection function to receive user-controllable input and
incorporate this into the redirection target, one of the following measures should be used to
minimize the risk of redirection attacks:
-

The application should use relative URLs in all of its redirects, and the redirection function
should strictly validate that the URL received is a relative URL.

-

The application should use URLs relative to the web root for all of its redirects, and the
redirection function should validate that the URL received starts with a slash character. It
should then prepend http://yourdomainname.com to the URL before issuing the redirect.

-

The application should use absolute URLs for all of its redirects, and the redirection function
should verify that the user-supplied URL begins with http://yourdomainname.com/ before
issuing the redirect.

3.6 Full Path Disclosure
Severity Level: Medium | Likelihood of exploitation: Medium
Threat level: Medium

Description
A Full Path Disclosure (FPD) vulnerability allows an attacker to examine the trail to the webroot/file
present in the server (e.g.: /home/name/htdocs/file/). An attacker can use a FPD attack along with
file inclusion attack to plant malicious files and to get access to sensitive files like application’s
configuration file, server configuration file and many more.
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Technical detail(s)
By exploiting this vulnerability, an attacker can:
-

Leak the source code of the application using file or access sensitive files

-

Use this vulnerability to perform a SQL injection attack and many more attacks

-

Use Local File Inclusion to plant malicious files

The screenshot below shows the discovered path (Full Path: C:\Xerox-OneDrive.UI\assets\)

Initial Recommendations
It is recommended to consider the following:
-

Try not to reveal any errors on the webpage. An attacker can use the information in the
error to perform FPD attack.

-

Make sure no auto-generated errors are shown to the end user and don’t include the path in
your own customized ones.

-

The source code should never disclose any internal file path.
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3.7 Microsoft IIS Server Version Disclosure
Severity Level: Informational | Likelihood of exploitation: High
Threat level: Informational

Description
The HTTP responses returned by this web application include a header named Server. The value of
this header includes the version of Microsoft IIS server.
Revealing the server version provides the attacker with information that can be used to plan an
attack.

Technical detail(s)
The screenshot below shows that the attacker needs to intercept a request made to the application
and view the response. In the response header, the attacker can easily see the Microsoft-IIS Version.
Version: Microsoft-IIs/10.0

Initial Recommendations
-

Microsoft IIS should be configured to remove unwanted HTTP response headers from the
response.
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4. Appendices
4.1 Appendix: Disclaimer
Accuracy of Customer Information: The opinions and recommendations contained in this report are
dependent on the accuracy, completeness, and correctness of the data, specifications, documents,
and other information provided to the assessments, whether provided in writing or orally. Provided
information may include information, data, and documents relating to the target computer
networks, systems, protocols, procedures, and policies and the compliance by their employees,
subcontractors, and others with such requirements. If any of the provided information is inaccurate,
incomplete, or incorrect, the opinions and recommendation of this report will not be correctly
relayed.
Changes in Existing Conditions: The assessments’ findings and recommendations address only
known risks, vulnerabilities, and threats as of the date of this test period. This report is based on the
status of target computer networks, systems, equipment, software, data, protocols, procedures, and
policies, and the compliance by the target employees, subcontractors, and others with such
requirements. If changes to existing conditions should occur, assessments’ analysis, findings, and
recommendations may no longer be valid.
Technology Advances and Changing Vulnerabilities and Threats: As advancements and changes in
computer systems, hardware, software, and other technologies and equipment occur, the threats,
vulnerabilities, and risks faced will necessarily change and new risks and threats will develop.
Vulnerabilities and findings in each facility or computer system configuration, or those associated
with the hardware, software, other technologies, and equipment used in such facilities and systems
also change over time as hackers, and other persons gain more experience and knowledge and have
access to more sophisticated tools and technology. Accordingly, technology advances and changes
in vulnerabilities could affect assessments’ analysis, opinions, and Recommendation.
No Guarantees: The assessments do not guarantee that risks, vulnerabilities, and threats other than
those addressed in this report will not occur nor assessments guarantee or assure target that, even if
the recommendations are implemented, computer networks and systems, software, hardware, and
other tangible equipment and assets will not be compromised.
All software includes defects: Nothing in this document is intended to represent or warrant that
security testing was complete or without error, nor does this document. By using this reported
information, you agree that MalwareCare shall be held harmless in any event.

4.2 Appendix: Team
As part of the engagement process, the client and MalwareCare planned the time frames, key tasks,
scope, rules of engagement, and expected deliverables. The engagement involved contributions
from:

Team Member

Role

Saif Kerawala

Penetration Tester

Shohel Rana

Penetration Tester

The information contained in this document is confidential, privileged and only for the intended recipient(s) and
may not be used, published, or redistributed without the prior written consent of MalwareCare.

Business Confidential

Company:

MalwareCare

Address:

Bellevue, WA, USA

Contact:

Saif Kerawala

Title:

CEO

Phone:

425-786-8466

Email:

saif@malwarecare.com
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